The food supply chain is a critical infrastructure that is an attractive target for terrorist attacks. Despite its importance, relatively little research has focused on improving the security of the food supply chain infrastructure. This is largely due to a lack of awareness on the part of food supply chain stakeholders and authorities about the threats. This paper describes a methodology for assessing the risk associated with threats to the food supply chain, with the goal of enhancing awareness and helping develop appropriate security measures.
Introduction
The food supply chain is an attractive target for terrorist attacks. In the aftermath of the attacks of September 11, 2001 , the World Health Organization (WHO) stressed the risks due to food terrorism. Of particular concern is "an act or threat of deliberate contamination of food for human consumption with biological, chemical or physical agents or radionuclear materials for the purpose of causing injury or death to civilian populations and/or disrupting social, economic or political stability" [8] . The need to protect the food supply chain was also underscored by Resolution WHA 55.16 [24] at the Fifty-Fifth World Health Assembly, which stressed that food is a likely and highly effective way to disseminate biological, chemical or radionuclear agents and materials.
The protection of the food supply chain -termed "food defense" -has attracted considerable attention in the United States [15] . Agriculture and food is recognized as one of the seventeen national critical sectors [4, 5] and a specific work plan [20] was released in 2007. Despite the efforts, many instances of salmonella and E. coli contamination have been reported in the United States. These outbreaks -large and small -mostly led to hospitalization and, in some cases, death. Interestingly, the authorities were unable to determine the causes of the outbreaks in the majority of cases [3] .
The U.S. incidents demonstrate that compromises of the food supply chain can have a significant impact on public health. The food infrastructure is massive and highly distributed. As emphasized by the U.K. Centre for the Protection of National Infrastructure (CPNI) [6] and the Asia-Pacific Economic Cooperation (APEC) Counter Terrorism Task Force (CTTF) [2] , every country and geographic region is exposed to a wide range of threats.
The European Commission's Green Paper on Bio-Preparedness [9] highlights efforts for reducing biological risks and enhancing preparedness and response with regard to the food supply chain. Nevertheless, few comprehensive initiatives are underway to secure the European food supply chain from attack. One example is the Rapid Alert System on Food and Feed (RASFF) [10] , but it focuses on food safety warnings, not on preventing malicious contamination.
The U.K. CPNI and British Standard Institute (BSI) define food defense as "the security of food and drink and their supply chains from all forms of malicious attack including ideologically motivated attacks leading to contamination or supply failure" [6] . As explained in [8] , the potential effects of a terrorist attack on the food supply chain are many, the most significant of which are human disease and death. Terrorist acts are also designed to create fear and anxiety in the population and reduce confidence in the government, which can lead to political instability.
Dalziel [7] has conducted a systematic examination of incidents involving the intentional and malicious contamination of food from 1950 to 2008. The analysis reveals that almost 98% of the incidents occurred downstream in the food supply chain (e.g., at retail outlets, food service establishments, homes and the workplace). Typically, the incidents involved commonly-available household, agricultural or industrial chemicals. When more esoteric chemicals were used, the perpetrators often had access to these agents at work and also possessed the knowledge to use them. Incidents involving biological or radiological agents typically occurred at the retailer or at the consumer and had little impact on public health.
Analysis of the data indicates that the most common reason for the deliberate contamination of food was to disrupt business or tourism and cause economic loss rather than injure people. Thus, a distinction should be made between actions aimed at spreading pathogens in large populations and "symbolic" attacks designed to provoke social anxiety and economic loss. Contaminated food products often spread panic in the population. The mad cow disease and avian flu scares modified consumer behavior in a very significant manner, creating negative effects on the market and massive losses for producers.
Symbolic attacks on the food supply are both efficient and effective. These attacks are easy to perpetrate, and can target any aspect of the food supply chain, especially the least controlled and protected portions of the chain. Widespread monitoring of contamination is complicated by food imports. Most countries import significant quantities of food; the figure for the United States is about 15%. Illegally-imported food poses additional problems because it bypasses government testing. This paper presents an approach for analyzing the risk to the food supply chain in terms of potential threats, system vulnerabilities and countermeasures. The research, which has been performed under the SecuFood Project [17], has considered a broad sampling of foods consumed in Europe (e.g., milk, yoghurt, juice, bread, oil, salads, fish and baby food). However, this paper specifically examines the major issues related to securing the European milk supply chain.
SecuFood Methodology
Ezell and von Winterfeldt [11] have noted that estimating the probabilities of an attack on the food supply chain is a hard task, requiring knowledge about the motivation, intent and capabilities of attackers. In addition, these probabilities change with the defensive measures that are implemented. For these reasons, we focus our attention on food supply chain vulnerabilities with the goal of identifying them in order to implement preventive measures.
To estimate the risk posed by terrorist attacks, and more generally, criminal attacks, we consider the threats posed by the availability of various biological and chemical agents and their potential consequences. This is because any attack on the food supply chain requires the introduction of a dangerous agent. The agent can be added during harvest, storage, processing, preparation, retail or food service.
To conduct a more effective analysis, we decomposed the food supply chain into its main macroscopic steps, taking into account the peculiarities of each step in terms of vulnerabilities and countermeasures. To this end, we assume that a generic food supply chain can be decomposed into the five macroscopic steps shown in Figure 1 . A typical workflow starts with a large set of production sites that supply one or more industries. The food is processed, transformed and packaged at these sites, and is then sent, via a logistic system, to wholesalers. The wholesalers distribute the food items to retailers and food service establishments who pass them on to consumers. Note that the decomposition in Figure 1 represents an abstraction; the actual process is very complex and includes numerous sources, processes and exchanges of raw materials between various entities.
We identified specific threats at each macroscopic step for each food type in terms of contamination by chemical and biological agents and by other instruments [18] . Our analysis revealed that the types of threats at the different steps are essentially the same, although the impact and the ability to detect and neutralize the threats can be very different. In fact, the impact of a contaminant is greater when the agent is introduced early in the supply chain. This complicates and delays the localization of the contamination, especially when the adverse effects are not immediate. Also, a contaminant that is introduced in an early step of the food supply chain is difficult to identify and isolate, especially if the problem is discovered after processing and delivery. However, some agents can be detected by quality control testing and neutralized during processing. On the other hand, as reported by Lee, et al. [14] , the most probable targets in the supply chain are food vendors, which includes food producers, retailers, restaurants and other food service establishments. This is because, even if the overall impact is limited in terms of the concrete consequences, the attacker would obtain a large "return on investment." We also considered the "likelihood" of attacks. The likelihood takes into account the availability and manageability of the agents, the vulnerability of the specific product supply chain, and the possible effects in terms of causalities, economic loss and psychological impact. Specifically we considered:
Processes in terms of their ability to neutralize agents and product accessibility.
Company policies regarding employees and visits (e.g., monitoring and access control).
Security measures adopted (e.g., alarms, cameras and guards).
Quality control mechanisms implemented (e.g., number and types of controls and hazard analysis and critical control points (HACCP)). Figure 2 . Risk assessment matrix [21] .
Next, for each of the eight types of food items (milk, yoghurt, juice, bread, oil, salads, fish and baby food), we performed a risk analysis based on the research literature and interviews with principal stakeholders and public authorities. We collected about 40 questionnaires and performed inspections of several food processing facilities. Also, we analyzed all the incidents reported by Dalziel [7] and others, amounting to more than 450 cases of malicious contamination of food. Finally, we evaluated and classified about 50 biological and chemical agents in terms of their availability, manageability and possible pathological effects.
These activities enabled us to collect a large quantity of qualitative and quantitative data about threats to the food supply chain. The data was analyzed with the help of experts from a specialized police corps [1] . An operational risk management (ORM) approach [21] was used to classify the attacks from extreme to tolerable. We also identified the degree of likelihood for each agent with respect to each food item and step in the supply chain. The likelihood was evaluated in terms of the availability of the agent and the vulnerability of the corresponding supply chain step. We created a risk matrix taking into consideration the ability to detect the attack and the possible consequences ( Figure 2 ). The risk matrix employs the following risk categories:
Extreme (E): Causes a large number of injuries, several deaths and catastrophic economic consequences.
High (H):
Causes severe injuries, some deaths and severe economic consequences.
Moderate (M):
Causes some injuries that may require medical attention, and significant economic consequences. 
Limited (L):
Causes no injuries, but some economic consequences.
Tolerable (T):
Causes no health effects, but has a limited impact on reputation and some economic consequences. Figure 3 summarizes the results obtained by averaging the behavior corresponding to each of the 50 contaminating agents with respect to the eight classes of food considered in our analysis. Figure 3(a) illustrates how the risk due to an exposure to significant contamination increases from the farm to the processing phase, reaching a maximum just before the packaging operation. After this, it reduces monotonically due to the decreasing sizes of the lots in the subsequent steps.
In contrast, the graph in Figure 3(c) shows that the risk due to symbolic contamination reaches its maximum close to the consumer. This happens because, as seen in Figures 3(b) (effectiveness of surveillance) and 3(d) (effectiveness of countermeasures), the last steps in the food supply chain are less controlled and less secure. Indeed, most of the controls and countermeasures in the food supply chain are intended to guarantee the safe production of food. Therefore, they are largely concentrated in the production step, where tests are conducted on raw materials, semi-processed goods and final products. After the production step, security-related activities are mostly focused on preventing theft and only minimally on preventing food tampering. 
Milk Case Study
This section focuses on a case study of the milk sector. Milk was selected because it is a basic component of the European diet; as such, it is consumed in large quantities either directly or indirectly in other food products. Moreover, it has been the target of malicious attacks [23] . Table 1 lists the main biological and chemical agents that can be used to contaminate milk. Information is also provided about the lethality and ease of availability of these agents.
In the case of milk, it is important to distinguish between biological and chemical agents. Most processed milk goes through a pasteurization (thermal) process that kills biological agents. The subsequent cooling of milk to 4
• C makes it very difficult for most biological agents to grow. On the other hand, the heating and cooling process does not affect chemical agents, enabling them to be added at any time during milk production. Milk producers perform several tests on raw milk to check its quality and detect the presence of biological agents. However, these tests are not comprehensive and tests for dangerous agents such as botulinum are not performed.
In general, the deliberate contamination of milk at the output stage is much more complicated than at the input stage because the product is packaged in small lots. However, Blasco and Bledsoe [16] observe that with the appropriate technical knowledge and access, any product can be tampered with during the distribution or retail steps. Indeed, packaged food can be sabotaged by terrorists or criminals with a relatively low degree of sophistication.
The ORM matrix in Figure 4 demonstrates that, in the case of milk, the adverse consequences of chemical agents (bold) are much higher than those due to biological agents (italics). This is because few, if any, controls are in place for chemical agents. Furthermore, detecting some chemical agents is very difficult because they are colorless and odorless. However, the most important factor is that chemical agents, unlike biological agents, are not destroyed by the heating and cooling processes involved in milk production.
In summary, the milk sector is prepared to prevent spontaneous contamination via the implementation of controls against zoonosis and other health risks of a microbiological origin. However, it is woefully unprepared to deal with malicious contamination using chemical agents.
Conclusions
Food is an unconventional weapon in the hands of terrorists. Despite the worldwide attention paid to the malicious tampering of food products, the majority of the stakeholders in the food supply sector have little understanding of the risks related to deliberate contamination. In general, they believe that their production processes are secure and that their controls and countermeasures are adequate. However, they concede that malicious entities can target food products almost anywhere in the supply chain. This means that they admit that many vulnerabilities exist in food production and distribution.
The consequences of contamination vary according to the specific step in the supply chain that is targeted. An attack that targets a step closer to the consumer has a greater probability of success but affects fewer people. On the other hand, an attack in the early steps of the supply chain affects many more people, but has to evade many controls and countermeasures to be successful.
The transportation and storage steps are, in general, more vulnerable that the manufacturing step. Raw materials are more vulnerable than packaged products, but it is difficult to successfully target raw materials because of strong quality controls. Packaged products are more susceptible to contamination during transportation and storage. The risk is high and the probability of detection is very low -until consumers are affected.
With regard to the milk supply chain, pasteurization and quality control processes reduce the likelihood of a successful attack involving biological agents. However, because of the absence of controls and countermeasures, attacks using chemical agents have a high probability of success.
The absence of major food contamination events leads us to believe that the food supply is relatively safe, but we cannot afford to be complacent. All the entities in the food supply chain should develop security plans for managing the risk. The hazard analysis and critical control points (HACCP) approach is an effective technique as it focuses on proactive (preventive) measures instead of reactive measures, which is prudent in any critical infrastructure sector.
